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Purpose of this document

The purpose of this document is to present a real life example how an existing Declaration Processing
System based on ASYCUDA can be smoothly replaced with a new system based on modern
technology, scalable and flexible with regards to hardware/software platforms and fulfilling
completely current EU MASP? requirements.

Successful implementation of the basic phase of the project in Lithuania proves that the concept of
Integrated Customs Duty and Tax System (ICDIESigned by SKG S.A. is trustworthy and in a well
defined project leads to implementation of a solution fulfilling both national and European Union
requirements.

While DG TAXUD’s® MASP is implemented by national administrations generally in accordance with
plan in Europe, there are several countries, both Member States and candidates aiming to join the
Customs Union which currently operate either UNCTAD’s® ASYCUDA or similar class proprietary
solutions as core of their Customs system.

These countries are now facing the challenge of upgrading their aging IT infrastructures with new e-
Customs functionalities while maintaining or even improving achieved levels of service.

This case study may help them formulate their approach towards construction of Customs IT
facilities.

Introduction

In March 2008 the Consortium of SKG S.A. from Poland and UAB ERP from Lithuania started
modernisation of the Customs Declarations Processing System named MDAS for Lithuanian Customs
Administration (LCA). The Consortium appointed UAB HP Lithuania as subcontractor responsible for
implementation of integration processes on WebMethods ESB* according to proposed ICDTS
architecture. Cooperation with UAB HP Lithuania came to an end in April 2010. Currently, SKG.S.A.
is responsible for development of integration processes.

The objective of the project was to rebuild the MDAS architecture to fulfil the EU MASP requirements
and to make it more adaptive for changing administrative and business conditions in the future. The
recent Lithuanian declaration handling system was based on ASYCUDA software and it was very
difficult to adopt it to changing requirements on harmonisation of the Customs systems coming from

' MASP — Multi Annual Strategic Plan
? DG TAXUD - European Commission's Directorate General for Taxation and the Customs Union
> UNCTAD - United Nations Conference on Trade and Development
4 . .
ESB — Enterprise Service Bus
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European Union. One of the main objectives of the project was to reuse the existing assets as much
as possible and enable integration of the newly implemented MDAS with other LCA IT subsystems,
both these existing already and new ones.

For MDAS modernization SKG S.A. proposed a SOA’ solution based on the ICDTS architectural model.
The MDAS project is still going on, but its first phase — replacement of ASYCUDA and ECN+ for import
and export procedures with a new system and initiation of the SOA based architectural model — was
completed successfully and rolled out on 1° July, 2009. In December, 2009, conformance tests for
ICS® were completed. ICS together with exit summary declaration were set in motion on production
environment on 30" of April 2010.

Extended functional scope

One of the most important arguments for replacement of ASYCUDA by a new system were
limitations in extending its functions in effect of still growing requirements for development of
paperless environment for Customs and trade, especially those of European Union.

At the moment the MDAS system handles the following functionality:

1 The export procedure as defined in the ECS’ Phase 2 project.
It includes not only an electronic SAD® for release for export operation as in the ASYCUDA
but also supports an export declaration in an office of exit and finalisation of export in an
office of export (these functions allowed removing ECN+ application). Additionally, an
export manifest is also handled by the new system in case of storing of goods before exit.

I The exiting goods without Customs procedure based on exit summary declaration (non-
existent in ASYCUDA, but required by the ECS Phase 2 project) including lodgement
customs office functionality.

1 The preliminary notice information about readiness of goods under Common Agricultural
Policy. This functionality was partially implemented in ASYCUDA but in an artificial way
using export SAD - now it is a special type of declaration for agriculture goods used before
starting export.

1 The import procedure - in a similar way as in ASYCUDA but the scope of an import
declaration data is extended in accordance with Lithuanian requirements, which has not
been possible so far due to lack of possibility to increase data scope in ASYCUDA.

Goods entry processing within the first phase of ICS project.

T Integration with Excise Movement Control System.

> SOA — Service Oriented Architecture
®1cs - Import Control System

’ ECS — Export Control System

8 SAD — Single Administrative Document
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1 Registration of changes made upon an administrative decision.’
T Integration with other Customs systems:
0 Tax Calculation and Validation System (MAPS),
0 Customs Economic Operator Registry of EORI'® identities (MPR),
0 Risk Assessment and Control System (RIKS),
0 Taxes Accounting and Control Information System (MAKIS),
0 Tariff Quota System (TKS),

0 Reference data management system (NOVIS).

Landscape before modernisation

The Lithuanian Customs information system consisted of several subsystems developed by different
vendors in various technologies. The Front Office subsystems were distributed between different
modules:

T Import—in ASYCUDA,
I Export —in ASYCUDA with national adaptation of the ECN+ EU application,
€ Transit —in NCTS™ (MCC application provided by the EC).

The ASYCUDA was integrated with the Tariff Calculator (MAPS), the Risk Analysis System (RIKS) and
Tax Accounting and Control System (MAKIS) through the WebMethods Enterprise Service Bus (ESB)
software. Integration was made through ASYCUDA's special ESB adapter and was inflexible
and limited.

ICDTS-based MDAS architecture

In result of the Project the MDAS system became fully asynchronous due to consistent
implementation of the messaging architecture concept, designed by SKG S.A. based on ICDTS. Similar
messaging schemas are used for communication with traders (External Domain) or with other
EU National Administrations (Common Domain) as well as with other subsystems (National Domain).
Also external entities, like traders or other government agencies can access MDAS in a unified way
using a common e-Customs gateway. Communication between MDAS and EMCS may be an example.

° Post-clearance activities.
' EORI - Economic Operators’ Registration and Identification
' NCTS - New Computerised Transit System
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The main components of the new MDAS architecture are presented on the picture below. It shows
an example of ICDTS implementation adapted to the existing LCA environment.
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All architectural components communicate with each other through the Enterprise Service Bus
responsible for integration and mediation between service consumers and providers. The external
systems communicate with MDAS through the e-Customs Gateway, which is a technical extension of
the ESB, thus providing a secure exposition of necessary services to the Internet. The more detailed
descriptions of the architectural components are given below.

ESB

ESB is the integration bus wiring all components and routing messages between them. In the MDAS,
the existing, previously applied by LCA, WebMethods ESB component has been used, but this role
can be performed by other (commercial or even open source) ESB implementations as well. All
service providers expose their interfaces exclusively to the ESB component and ESB provides public
interfaces for the consumers for every service. Such an approach enables extending the service
functionality or even change of service provider without necessity of changing interface on the
consumer side. MDAS project has significantly changed the way ESB platform is being used by LCA.
The previously applied point-to-point integration method has been replaced by an asynchronous
message routing system designed by SKG S.A. This model has made the integration between
subsystems much more flexible - e.g. integration with EMCS has only taken 4 weeks to implement in
that way.
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A good example of composite service is the Message Repository service. The service provider —
Message Repository - supports only basic repository functionality: storing, retrieving and searching
for messages. The public Message Repository Service exposed by ESB provides also an automatic
message routing based on the message metadata. Such an approach gives almost unlimited flexibility
for messaging, because the sender only needs to provide a valid recipient address in the message
metadata and to store it in the repository with routing flag set on. The remaining operation is
performed automatically by the ESB integration process. It stores a message in the repository and if
routing flag is set on, delivers this message reliably to the recipient service.

Message Repository

The existing EMC Documentum Content Server was used as the message repository component
because LCA implemented it as the common electronic document repository for their information
systems. The Message Repository provides a reliable storage for electronic messages and is used
both for routing and archiving purposes. The Message Repository is accessible to all other
components through a specialised Web Service based adapter, developed within MDAS project,
hiding implementation details from the service consumers. Such an approach again gives flexibility in
selection of the real implementation of the repository without necessity of rearranging the consumer
interface. For example, during implementation of the new MDAS, a temporary SKG S.A.
implementation of the Message Repository had been used until preparation and testing of the
Documentum adapter was completed.

MDAS Application

The MDAS Application consists of Web user interface for Customs Officers and business logic
supporting declaration processing. The application provides non-blocking asynchronous processing of
documents allowing user to switch to another tasks (for example to print a declaration) during long
running operations requiring time consuming communication with external systems. (For example
response from the Risk Analysis service may be returned after several minutes and completion of the
control activities can take even a few days). The application is fully internationalised and a language
version can be changed on the fly. The actual implementation provides both Lithuanian and English
interfaces.

MDAS Services
This is a set of reusable components exposing the MDAS functionality to corresponding systems. As
examples of the exposed services we can point out:

i Entry points for incoming messages,
9 Validation services,
9 Digital Signature handling service.

Data validation in the system is split into two separate services: technical validation of incoming
messages and rule based common validation of operation data. Such a separation ensures reusability
of the same validation rules both by the messaging and corresponding operations available from the
user interface.

page 5 ©SKG S.A. 2009 - 2010



SKG S.A.

experience in IT since 1986

Rule Engine

As a rule engine in the MDAS project, the Fair Isaac Blaze Advisor environment had been selected.
However, any implementation of the Rule Engine can be used in that place. In order to increase
performance, the Rule Service is not called by the MDAS business logic through ESB but directly, via

internal interface. That is the reason why MDAS exposes the rule validation service to the other, not

SO resource intensive consumers.

National Domain
The National Domain corresponding systems are existing Lithuanian Customs information systems

supporting the declaration handling process or continuing back-end operation. The MDAS cooperates

with:

1

MPR — EORI*? register of traders. Communication with the MPR is used for checking trader’s
identity data provided in the declarations against distributed, EU EORI database.

MAPS — Tariff calculator. The MDAS sends declaration data to the calculator and receives the
calculated measures, alerts or footnotes. If measures are provided within the declaration,
the MDAS compares them with results from the calculator and rejects declaration in case of
discrepancies or incomplete data. If trader does not calculate measures by itself, the MDAS
fills declaration with calculations provided by the MAPS. The alerts and footnotes, if any
occur during whole clearance process, are presented to a Customs Officer.

RIKS —in Lithuania this is a combination of risk management system with control
management system. The MDAS sends declarations to the RIKS and receives directives for
the processing channel. In case of an officer’s decision about control, the MDAS informs RIKS
about that and waits for the control results. If necessary, it is possible to enter the RIKS user
interface for authorised users directly from MDAS through link provided from MDAS
application.

TKS — quota management system. The MDAS sends allocation requests to the TKS daily and
processes incoming allocation results.

MAKIS — Tax Accounting and Control system. In Lithuania, a SAP implementation is used for
financial operations management. The MDAS sends declaration data to MAKIS during release
operation for registration of tax liability and receives back the acceptance or rejection
message, depending on financial conditions of the declaration or trader.

Excise Movement Control System is used by the Ministry of Finance. Information exchange
between the two systems ensures cross-checking of the excise goods movements between
customs and excise declarations.

2 EORI - Economic Operators' Registration and Identification
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NOVIS Reference data management system. NOVIS System is a central and uniform register
of reference data used by Lithuanian Customs Administration. Source data is provided by
central EU systems i.e. CS/RD and CS/MIS. NOVIS System associates data received form EU
with national data to make it available for operation systems, including the MDAS system.
Thanks to ESB integration processes used under MDAS project, messages with reference data
are available to other entities by a suitable e-Custom Gateway interface.

Common Domain

For communication with the Common Domain, the various channels are used by ESB, depending on
the project. For NCTS and ECS, EDIFACT" communication through the existing ECN gateway is used.
For the purpose of ICS, SKG S.A. developed a separate and distinctive CCN/CSI gateway used for
XML-based communication.

e-Customs Gateway

The e-Customs Gateway has been designed and implemented within MDAS project as a
WebMethods Reverse Proxy server located in the Demilitarised Zone. Such a solution provided a
reliable and secure exposition of necessary services to the external correspondents allowing secure
communication with MDAS through the Internet. There is one common gateway system-to-system
interface for all external systems, including the Traders’ Portal. The e-Customs Gateway manages its
own repository of correspondents and provides all functionality for the correspondent’s
administrators to manage their representatives by themselves. Such an approach reduces costs of
maintenance of external messaging, because the only activity to be performed by the Customs
administrators is initial registration of the correspondent and his administrator. A communication
channel is secured both with SSL* encryption and electronic signatures. All business messages have
to be signed personally by the correspondent’s representative. All other messages (e.g. querying for
responses) must contain a valid session token produced during the login operation. The
correspondents can be communicated back by one of the possible return channels:

 E-mail,
9 Call-back Web Service,
9 Polling Message Repository.

External Domain

The External Domain corresponding systems communicate with MDAS through the e-Customs
Gateway interface. Any trader’s application can communicate with MDAS as long as it conforms to
official Trader Interface Specification accessible from

http://www.cust.lt/miscdata/ES muit teise/MDAS-TIS-EN v1.20.zip.

The same channel is used by the Traders Portal application providing customers without their own

declaration handling systems convenient interface for preparing, signing and exchanging messages
with MDAS. The next potential group of systems corresponding with MDAS through the gateway are

3 EDIFACT - United Nations/Electronic Data Interchange For Administration, Commerce and Transport
4 SSL — Secure Sockets Layer
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other government agencies information systems. They can retrieve information about particular

declarations and, if necessary, exchange messages with MDAS.

Future plans
In the future, the MDAS system will handle the following additional functions (all not existing in

ASYCUDA):
i Temporary storage management.
I Simplifications in Customs procedures.
9 Linking and balancing of customs declarations.
1 Linking and balancing of economic impact procedures.
T Integration with external systems (National Payment Agency, National Weaponary Found).
1 Integration with other Customs systems (SMS*, ISPP*®)
1 Cash declaration.
1 Oral declaration.
I Postal declaration.
9 Passengers declaration.

for more information please contact SKG S.Airsita@skg.pl

> sms — Specimen Management System
'®1SPP - Information System for Processing Procedures
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